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Set up Stack Overflow for Teams Enterprise for SAML SSO authentication with Duo Security.
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This documentation is for Stack Overflow for Teams Enterprise. Free, Basic, and Business users can access their
documentation here. Find your plan.

Overview

Stack Overflow for Teams Enterprise (SOE) integrates with Duo Security for SAML 2.0 authentication. You can learn more
about SAML in our SAML 2.0 Overview document.

To configure Duo Security authentication, you'll first need to have configured a SAML Identity Provider to provide primary
authentication for Duo Single Sign-On. Learn more about configuring the SAML Identity Provider with Duo Single Sign-On.

When setting up SAML authentication, you'll configure your SOE site and Duo Security in a back-and-forth process. We
recommend having a browser tab or window open to each site.

THIS ARTICLE APPLIES TO STACK OVERFLOW FOR TEAMS ENTERPRISE ONLY.
Other Stack Overflow for Teams users should read this article instead. Find your plan.

Protect an application in Duo Security

1. Sign in to your Duo Security administration panel.
2. On the left-hand side of the screen, click Applications then Protect an Application.

3. Enter "generic SAML" in the search bar. Locate the "Generic SAML Service Provider" option and click Protect.
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Dashboard > Applications » Protect an Application

Protect an Application

Generic SAML

Application

Generic SAML Service Provider

Protection Type

2FA with SSO hosted by Duo
(Single Sign-0On)

Documentation [

Protect

The main SAML configuration screen will appear. It includes the Entity ID and Single Sign-On URL fields you'll enter later

into SOE.

° Successfully added Generic SAML Service Provider - Single Sign-On to protected applications.

Add another.

Dashboard > Applications » Generic SAML Service Provider - Single Sign-On

Generic SAML Service Provider - Single Sign-On Authentication Log |

See the Generic SSO documentation [4 to integrate Duo into your SAML-enabled service provider.
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Configure settings in SOE

Mame

In a separate browser tab or window, log into SOE as an admin. Click Admin settings in the left-hand menu, then
Authentication. Click Use SAML 2.0 (if not already enabled).

SAML 2.0 settings

On the SAML 2.0 settings page, enter the following information.

e Assertion consumer service URL Enter the SAML 2.0 post URL of your SOE site
(https://[your_site]/auth/saml|2/post).



¢ Single sign-on service URL Copy the Single Sign-On URL value from Duo Security and paste it here.
o lIssuer Copy the Entity ID value from Duo Security and paste it here.
¢ Audience restriction Enter any value (we suggest StackOverflowEnterprise). You'll enter this into Duo Security in a

later step.

¢ Use Subject/NamelD as user identifier Leave this option checked.
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Configure settings in Duo Security

Service provider
Next, you'll configure settings in the Service Provider section in Duo Security.

o Metadata Discovery Leave set to None.

o Entity ID Copy the Stack Overflow for Teams Audience Restriction value you created earlier (for example:
StackOverflowEnterprise) and paste it here.

o Assertion Consumer Service (ACS) URL Enter the SAML 2.0 post URL of your SOE site
(https://[your_site]/auth/saml|2/post).

Leave the remaining fields from this section blank.

SAML response
In the SAML Response section of the page, set the following values.

« NamelD format Set this to the option that ends in :persistent (for example: urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent).



SAML Response

MamelD format * urn:oasis:names:tc:SAML:2.0:nameid-format:persistent -

The format that specifies how the NamelD is sent to the service provider.

« NamelD attribute Enter a user identifier that will never change (for example: login or uid). Email address is not a
good choice for the user identifier, as email addresses can change.

¢ Signature algorithm Select SHA256.
¢ Signing options Select Signh response and Sign assertion.

e Assertion encryption Leave this unselected.

SAML attributes

In SAML 2.0, attributes (also called "assertions") are the fields that carry user information. SOE requires one attribute for the
user's email address and another for display name.

1. Use the green (+) button to add <Display Name> and <Email Address> attributes in the IdP Attribute column.

2. In the corresponding SAML Response Attribute fields, enter displayname and email.

Map attributes IdP Attribute SAML Response Attribute
<Display Name> - displayname
<Email Address> - emailaddress

Map the values of an |dP attribute to another attribute name to be included in the SAML respon
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3. To make the login process clearer to your users, assign a name to the application (for example: Stack Overflow).
Users with Duo Push two-factor authentication will see the application name.

Settings

Type Generic SAML Service Provider - Single Sign-On

Stack Overflow

Name

Duo Push users will see this when approving transactions.

4. Click Save at the bottom of the page to complete the Duo Security configuration.



Finalize SOE setup

SAML attributes

In SOE, copy and paste the SAML response attributes from Duo into the corresponding Display name assertion and Email

address assertion fields.

Display name assertion
e.g., http://schemas.microsoft.com/fidentity/claims/displayname, displayName

displayname

Email address assertion
e.g., http:f/schemas.xmlsoap.orgf/ws/2005/05/identity/claims/emailaddress, email, emailAddress

emailaddress

Certificate

1. From the Downloads section in Duo Security, click Download certificate. Your browser will download a .crt file.

Downloads
Certificate Download certificate Expires: 01-19-2038
SAML Metadata Download XML

2. Open the .crt with a text editor (such as Notepad).
3. Copy the entire text of the certificate, including "-----BEGIN CERTIFICATE-----" and "-----END CERTIFICATE-----".



j] *Generic SAML Service Provider - Single Sign-On (1).crt - Notepad

File Edit Format View Help

————— BEGIN CERTIFICATE-----

MIIDCZCCATOgAWIBAgIUeRs18T29wemzqjdA5eVqSnSBQwIWDQYIKoZIhvcNAQEL
BQAWNjEVMBMGA1UECEWMRHVVIFN1Y3VyaXR5MRBWGWYDVQQDDBRESUVYNZRQTUIX
UZVTWTNINFQL1S jAe FweyMzASMDEWOTMOMZ FaFw@zODAXMT kwMz E@MDdaMDYXFTAT
BgNVBAOMDER1byBTZWN1cml@eTEAMBSGAIUEAWWUREL FWDCRUELICVIMIU1kZSTRU
NUowggEiMARGCSqGSIb3DQEBAQUAAATBDWAWEEEKACIBAQC+ulovL6N]1tcdIHS7U
bRUMGK5g5E1ZDrr3ecdzDl /nH9sWta2/+RakSa7En8oDPUYWOHPRIt+aBwEIABEQ
8DTn9e2I6Ugp/0CtaqB5hYelWwzvRdQBeojl+zWDSUXp+skme9lPgYpY2NH6rVeha
ZrZnlu93b49ePgM7dYBmiHlefukl /1KFyKSRUQW3ySu3yyORBXOmWEbBESOIDZODa
i6eFdHt8VSMB40sTLSk2+LgGQRBOKHTUAMBaiiwdIZ+JeaflpUefolUYCj31XL5By
+ewcI1kjKteHvRWLWYT9es7hdgXX6RAemPU7 FUFSXNTLzZL3M1apSQoQu3+kwEoEt
YSXASMBAAG]EZARMASGAIUMEWER /wQFMAMBAT8WDQYJKoZThvcNAQELBQADEEER
ADSOPKvwThZGQXhwN1@1bNOUNnGb/BUNgm44435gh@E+SeDL1E/WselalghJrnVUg
7ZeACO8LPSXCAkgeQIFEVDW/1NRv+dFVa518h@YRIDMOJ/s7cdSFUFjodSyAViPC
p7FnUnlu4sblLolFjjHyxjt4etQzj11DI5edYSut/VrgDesrDumasDu2XLQAroHvL
tzdauPeyjIRV2WxPIVbhffeoeOFOaMpirrjoytosDW6IShUMp2cshZiyRe197zQ]
ZHd1x4]1meiw/3Qf9fxQCLWYM111DfxNYbgwcVe5gZ1jIKARamPR6Gww30vIokwPt
no7v5sB8tbfiFioewfonkze=

4. In SOE, click Add certificate and paste the copied text into the text box.
5. Click Validate certificate to check that the certificate is valid. You should see a green box with a success message.
6. Click Save Settings to save the SAML configuration.

When saving settings, SOE will first perform an authentication test. If the test succeeds, SOE will apply your new
authentication settings. Logged-in users stay logged in, as all active user sessions remain valid.

If the test fails, SOE will not apply the authentication settings. You'll stay on the SAML settings page so you can troubleshoot
and correct problems.

This test acts as a safety net to keep invalid authentication settings from locking users (yourself included) out of your site. If
you do find your users locked out of your site, reach out to Stack Overflow product support for help.

You can also click Test currently saved SAML configuration to display technical details about your SAML authentication.
You'll find these helpful for understanding what information your IdP and SOE exchange. This is also useful when
troubleshooting.

Users should now be able to log in to your SOE instance with their SSO credentials.



